(19)t&lft»]M^«tttilBB 

(43) Q 
2004 ^SM6B (06.05^004) 




PCX 



liiiiiniflniiiiiiiiiiiiiiniiniiii 

(10) Sl^^fflS^ 
WO 2004/038593 Al 



(51) 




G06F 15/00. 9/44 


(71) 


(21) 




PCT/JP2003/012914 




(22) 




2003 ^10 ^8 B (08.10.2003) 


(72) 


(25) 






(75) 


(26) 








(30) 


112002-306536 




(74) 



2002 ^ 10 ^ 22 0 (22.10.2002) JP 



a^fflttxt^tt OVUTSUBISHl DENKl KABUSHKI 
KAISHA) [JP/JP]; =r 100-8310 ^HS^ ^f^BBE ACOrt 
— T a 2 S 3 Tokyo (JP). 

^Bj#/tiJimX r*Sr::ou\r <D^): jaj^ 

(KAWAUCHI^yoto) [JP/JP], T 100-8310 W.M^ ^ 
Tokyo (JP). 

«31X: m^M^ . ^(MlZOI^hojietal.); T247- 
0056»SlJl|ft«|ftffT:^jja^Tg 1 7S1 O^NTA 
:*:Jr9 3 F m^mmm^mmm Kaaagawa (JP). 



(54) Title: SECURITY HOLE DIAGNOSIS SYSTEM 
= (54)^^a)««i: -b^iU7^-r»h— JU^BIIri^;^i'A 



OS 
IT) 
00 

m 



o 



■ : JEi -0 



r 

it 



. 11)1 



=t1 



J I 



-^^Lt2^J^ 1050 : ttfrilMS^K 



loeo: 




101 ...USER 

100...FRAGILITY CHECK DEVICE 
201 ...OPERATION SECTION 
203...SCRIPT CONTROLLER 
206...SCRIPT ACCUMULATOR 
t02...SCRlPT 

103...KNOWLEDGE SHARED SECTION 
lOa... DEDUCTION SECTION 
208.. .KNOWLEDGE ACCUMULATOR 
204...PLUG-IN CONTROLLER 



207...PLUG-1N ACCUMULATOR 
104...PLUG^N 

202...1NSPECT1ON EXECUTION SECTION 

205.. .PLATFORM IMITATION PROGRAM CONTROLLER 

A... NETWORK 

1050...PLATFORM IMfTATION DEVICE (HOST COMPUTER) 
105...PLATFORM IMITATION PROGRAM 
1Q60..PLATFORM IMITATION DEVICE (HOST COMPUTER) 
1Q6...PLATF0RM IMITATION PROGRAM 
107...HOST COMPUTER TO BE CHECKED 



(57) Abstract: Scripts describing a 
procedure normally used by an attacker in 
a programming language are accumulated 
in advance. A user selects a script from 
the accumulated scripts and executes it, 
so that a plug-in ha\ing logic for attacking 
the respective security holes is called. 
This plug-in is executed fur the computer 
to he checked. Thas, the user need not 
have the security knowledge such as the 
I/O relationship between the inspection 
execution sections. 

(57) mH^i al-^IjC^^A^^T^^Hi^ 



(i9)1i#5a]fi4m«li{SH 



(43) 

2004 ^5 ^ 6 B (06.05.2004) 




PCX 



(10) 

WO 2004/038593 Al 



(51) 




G06F 15/00. 9/44 


(71) 


(21) 




PCT/JP2003/012914 




(22) 




2003 ^10 ^ 8 0 (08.10.2003) 


(72) 


(25) 






(75) 


(26) 








(30) 


^ISl2002-306S36 




(74) 



2002 ^ 10 ^ 22 0 (22.10,2002) JP 



a^ffi^Jt^tt avUTSUBlSHI DENKI KABUSUIKI 
KAISHA) [JP/JP]; =r 100-8310 ^tt ffl E ACOrt 

— T9 2S3^Tokyo (JP). 

(KAWAUCHI^Kiyoto) [JPOT]; T 100-8310 m^tB ^ 
Tokyo (JP). 

rtmXi m^^^ . 4l^(MIZOI,Shojietal.); T247- 
0056tt§SJIIB«|]tTf?:^«a-T@ 1 7^1 O^NTA 
3 F m^mmm^^^m Kaimgawa (JP). 



(54) Titie: SECURITY HOLE DIAGNtDSIS SYSTEM 
= (54) fg^C7)««i: -t2 4riU7^<?h— JUl^Ki/XTA 



101 

100 :6a$3i^^«B 




AC33LtZjl£> .050 



ON 
IT) 
00 



o 



1060 : 




gEi::C> 



101 ...USER 

100...FRAGILITY CHECK DEVICE 
201. ..OPERATION SECTION 
203...SCRIPT CONTROLLER 
206...SCRIPT ACCUMULATOR 
102...SCRIPT 

103...KNOWLEDGE SHARED SECTION 
108...DEDUCTION SECTION 
208...KNOWLEDGE ACCUMULATOR 
204...PLUG-IN CONTROLLER 



207...PLUG-IN ACCUMULATOR 
104...PLUG-<N 

202 ..INSPECT1ON EXECUTION SECTION 
205...PLATFORM IMITATION PROGRAM CONTROLLER 
A... NETWORK 

1050...PLATFORM IMITATION DEVICE (HOST COMPUTER) 
105...PLATFORM IMITATION PROGRAM 
1060...PLATFORM IMITATION DEVICE (HOST COMPUTER) 
106...PLATFORM IMITATION PROGRAM 
107...HOST COMPUTER TO BE CHECKED 



(57) Abstract: Scripts describing a 
procedure normally used by an attacker in 
a prugrainining language are accumulaLed 
in advance. A user selects a script from 
the accumulated scripts and executes it, 
SO that a plug-in ha\ing logic for attacking 
the respective security holes is called. 
This plug-in is executed for the computer 
to he checked. Thus, the user need not 
have the security knowledge such as the 
I/O relationship between the inspection 
execution sections. 

(57) ^m-- al^i:SC^#A<tT5^Illi& 




wo 2004/038593 Al 



(81) mP^): CA, CN, KR. US. 




llliniilllDiliiiliDilllllliiilDIDiM 



wo 2004/038593 



PCT/JP2003/012914 



1 

m m m 

5 ^m^m 

10 gI9«#Pi2 0 0 1 -3 3 7 9 1 9 (M4-8M, 13 3. EI4> 0 1 

ST^^, =Se*<D->XT-A«*^f^^«9 0 0 <i:^^l^fT^g9 0 7 Tr#l 

^$n. sif^ss9 0 o«5*^x:/^-r 9 0 2, ma^ftggB 9 o 3 , m 

ilpUm^Q 0 5, m^^Mm^r.-OV Q 0 4S.aJ#JilI^^r' t-i* 9 0 

15 e-vm^-^tixi^^^o 

^Tc. ^^mn^m9 0 7«, ^ffMi^spg 0 8..Mm.-^xhmm^ 
9 0 9 , ^^(Dmitmnu 911, Rzs^^mfr^m^m^^ 9 1 0 

20 ^jii^a§7T-i';i'9 0 6i;in, ^^mn^m9 1 lo^j^is^^^- 

mi 1 «I^v'X5^A(C*3lt^^^^tT^K9 1 lO'M (^^^fr'lf 
m) S:^-rfeCDT*-5. ^^afc^frlf^fctt, #:^^^fT#©9 1 l^ilt 



wo 2004/038593 



PCT/JP2003/012914 



mnmm9 o ? iz^^m-^n^t. itft^«9 o o itm^^^my r ^ ji' 
}kiz. ^^mnmmd o ? ^^s^ffiUfx^^^&sftSBQ i o ic#«$n 

10 mmyT-i)i^9 o e tcjg^$nfc4^-^fcM;&T^yDA°5=--Y ^fetfc 

. ^^^mn^^9 1 1 <£^]ii^^:7T-1';i'9 0 6ffiSg©;^7 7=-n*U 
^T^. ;^^tC:$^«$ny5:^]gSltf^©9 1 1 l^^^^J-T^d' U ©tC-T^ 
XZfU^ 9 0 2 {'^^fS. 

^K^^l 0 1 liT^-f 9 0 2 lC*^$n)t*7"rf'J Sri^iRL, 

^^sifT^^5K$n;fc^f^^g9 0 ^®;^j5"d'u tc^^^^^nfc^ 
s^fT#^9 1 1 ^^fT-rsck5tc, mmmmd o s^jiut^sii 
ff^e9 0 7\zm-^-r^. 
20 ^^^fi^^M9 0 7jiti^$nfc^i£^ff#^9 1 1 ^^zsmi^. 

J^:}3, ^m^mn^^9 1 1 ^^ihT. h1f#*&lrtBB9 0 9 tC'lf^ 

25 J:-3T#Rgt-S2:i:)&«-C^-S. Sfc, is^ffi^ 1 0 1 9 0 0 2: 

jiCTM^fiisjNX Mf$B^^BI5 9 0 9 t3it#Sr*&^-r^Ci:fepItgT 



wo 2004/038593 ^'PCT/JP2003/012914 



wo 2004/038593 



PCT/JP2003/012914 



4 

r^^^x. ^mm\-i^Mmn^mm(DXtiiti<Dm^\z-D\^xm-ox\^^ 



wo 2UU4/U3i(S93 



PCT/JP2003/012914 



5 



01 1«, tJ£*©->X7"AlC:fetj-^«^a£llff«B<^1t$g (^^^tTlf# 



wo 2UU4/U38S93 



'CT/JP2003/012914 



6 

^ ?g ^jst* s :fe * o ^ a ® Ji^^ 

mm^n^o :^mm<Dmm\z^^^xi-s.i o 5 o, i o e o<DZL^<Dm^ 
■^mmmm^wim-^n. m^i^^^mmi o o tm^-^mmmmi o s 

1050. 1060 ^n^nwM^-^mm-:ftiif^Ai 05. 1 0 e 

jDSp{4=^*^»i 0 mmmi 0 i;o^e.©s*iwfs;i;T, M^<b 

1 0 oi^m^-^^Mmm o 5 oom^-^mm^uif^A 105 ^^^f^ 
1 0 5 onfim^t^m^'^mm-^fuir^Ai 0 sf^^^^ 

m^-^mmy^if^Ai 0 sj^ftucDi^^^mMi^Mi 0 e o(Dm^-^ 
mmi 0 5 0, 1 0 6 o^m^^zmmt^^txjH^^y hy-i^ic-e: 



wo 20U4/U38S93 



'CT/JP2003/012914 



7 

msH'-^mmzfnif^Ai 05. 1 0 ^^miz^^nm(D^y h 
2^P3^tKm-riitfe^tM"^*^> jintcj:oitiioxi:7u:/M 02^^ 

20 ^t:^>5T?^^o 

X^'J:/M 0 2 0SBaimig<J::UTPe r 1 S:^ 

25 m^. mm^m^i o sKm^^^t^^m^-c-^^o ^i^^wsbi o 3 



wo 2UU4/U38593 




'CT/JP2003/O125>14 



UNIX (^^^:®) ^-r:^^z.t.tmn\t. *tife;i'-;utcj;f5, 

10 g 1 0 0 (onummz'D\,^xm.m^^. mM^m^mm. i o o 

§15 2 0 1 > 2 0 2 T^t^$nx*5 D , ^^S^tr^U 2 0 2 H;^ 

i7 u y h Mti^B 2 0 3. y'=7ir-i >mmm 204, ^ns^^^as 103. 
15 . sfcJse)<3D#^<&M#^f — 'S)e4±©x^'jyh 1 0 2*57.i?u:/bfW 

:/h^«BB2 0 6 F^-eXi? 'J T^h 1 0 2 IS, y 7 ^ )V<^\Z^'oX—mz 

igHu#tt$nwa$nTVi^o u::^hSi»^2 o e^s, :fe<i: 

;?tJ^a^X'rXi7 -cafes. 
20 x^'J:/M02«, 04i::5<-ri*5D. ^7 ^;^^SIBKgSK4 o i , * 
n^m^m'^A o 2, A{±j;^A^^-^pBj$gi54 0 s, ij&BjiB)2EgP4 0 

4, S.Oi'i^^^llil3aiS15 4 0 5T':^^$nTViSo 
^^X^fBKBBP4 0 1 \ZU. ^(DT.^ U T'M 0 2ffiE<D^oiS.-^v^ 

25 i^gB4 0 2t'«, y;^' U:?'b^fT^t::«§fe$nTVi?^ttntf)^e>;^v^^ 



wo 2004/038593 



PCT/JP2003/012914 



9 

5 Xi7 V:fh 1 0 20^mm^m8\Z^V1t. m<^. "Class:" 

•^^^ ^7.^tBm^4 0 1 Sr^b, "Precondition:" mm 
n^m^mU4 O 2 ^mV. "input:" IScU "Output : " 
i!fiXiiiiJ/'^^}^ — ^$ai^U4 0 3 " D e s c r i p t i 

on ffiW^mmnU 4 0 4-^^ y). "# END_SCRI 

10 PT_PROPERTY " ^y)T(Dm^iZ^^mm^V^^ 

4 0 5 Lti^ P e r 1 rt- F:<>tjBig$n§, 

':^y^-<>mm^2 0 4mizuy'^^-( >mm^2 0 7m$>y). i-d 
u±(D^^if^ >i 0 4Tt>mm-^tix\f>^c ':f^if^>mmu2 0 
> :fttx\tmfs.y'^ x^'v$>^o T'^i^-r >i 0 4«, -^^^if-o^m 

15 S2 0 7F«qT— jtlC«H&#t-t^nT^3S$tlTVi-5c 

^m^mU 1 0 3 T.i' U y M 0 2 ;^>^'Mifi4^S(DMTiRmb 

^i^^wgp 1 0 3 F«gtc«> ^mwmm 2 0 s jjt^ 0 , Minima© 

0, ^ii^^gpi 0 3[H(D^m'S:7ii\zmmmm^n^^t-fy^m^tu^ 
1 0 2 Sr^ff-rsJiiifeBJtg-eab^o 

25 l^^5J-^^^yp^7AM^§P2 0 :7'^t^'r >1 0 41C^L^;5^ 



wo 2004/03859; 



PCT/JP2003/012914 



D ^ A 1 0 5 3 0 1, 3 0 2, 

^r^y h^Sm^S 0 3, :/a-feX^fTg|5 3 0 4S:t)t:7T-f ;P^MgB3 0 
STi^^^tlTViS. 5fKBP3 0 2«, hU-i^^mCX. m 

15 ©ri^-^^^jg^gi 0 6 o<Dm^-^mM':fuifyA 1 0 6^m2iz^-r 
±i$imm^3 0 1 sw't'Ws 0 2^muxm(^nx^rcimm^ 

y-fe — -^-CDft^tCtJeoT^^A-Jr-/ hi§|^{fBI5 3 0 3, 

:/airxilff|[P3 0 4, ^r-f^l^ilSj^^s 0 5 Sr^fPfSo mm 

20 ^ -/•fe-5^/&^i^i-^T4svi«-&tc«®{t4'«8ap 3 0 2 ^mm vx. mn 
mm^m^s o 2«^m^>y-fe-v?^tej2i-r§o sm-fMSKs o 2« 
0 5 o«, fliigj^^s^e 1 0 0 ^mj^tvfty V -mzm^^m-^n 

25 



wo 2004/038593 



PCT/JP2003/012914 



itcibiz^mmi 0 iumi^^2 o i^mcx. ^mmnmz 0 2\z 

5 2it^(DiHm^^x$>^:^i7U':/hmmu2 0 s^j^xsm-r. 

:^^^jyhmwU2 0 3\t. xi'uy h^^«i5 2 o 6;0ie.x^u:7°h 

1 0 2?£— ^3-^^)1510^^, ^CD>'T'fJ^«^ Affi:t;A°^^-^gB4 0 
3> IJiigiBJ£SB4 0 4> RDt^^7>i&|3M4 0 1 CDl^^SrU;^ htc:^ 

10 X h^i^f^a52 0 1 S:51DT^ffi#l 0 1 tlilf . 

J^JC, -^ffl^ 1 0 1 ^i^^®— M (U7>h) -^^^^^(Dm^r^ly^X^ 
U:^h 1 0 2^ilJRL. ^fpg|5 2 0 1 ^IralDT^^^ff §15 2 0 2tC^b 

(2) ^SA^p^-iS'0'f^$6, (3) ^a£i^T^# (mb ( 

15 1) ii^^^yTs^Om-^O^) *t-^*nTVi;5, ^^llff 2 0 2 7. 

;^^tc:S2. 04, 0 5 &#Rgb?5::^>5e.Xi^ U 7'h$iJ«gP2 0 3<Di!jf^ 

7.^vyhmmu2 o & p^iz^^-^nray t ■< jv^xmm-^nrc7.i7 u 

:/h 1 0 2 SBiOtB-To 

:kiZX7-^yy5 0 2X. :^i7V^hmm^2 O 3 tiXi' U TT'h i o 2 
25 JcfBm$nTV:»§||ff*#|BizSaJ4 0 2 0F*g^&SlDmi-. Xi^ijyh 
1 0 2<3D||ff^#l3KE§P4 0 2\ZU. ^©7.^'U:/h 1 0 2 ^^ff-T-i. 



wo 2UU4/U38S93 



■CT/JP2003/012914 



12 

Windows -CafeS H i#J&tjZfili^ST?IBjSi$nTVi^ 

ff $ nx Vi s ^ d ib^^mmir s . 

tl«X^ U >^h^m^2 0 3tt. X5"^:/y5 0 8lCii^Xi7U:/h 1 0 
10 o JlJlTXi7ijyhMfPSI52 0 Stt. ;^^!7UyM 0 2©^]g^lltBJE 

;^^&ff5 ^:^J'fffiJfflT?#§cfc5X5^^;;:/5 0 6 ^il^WSB 1 0 
20 0 7) 

i^^*fT^^^§tt:^cXi7'J7'h*iJ^gB2 0 3Ji, Xx^;/y6 0 l~ 
25 SB2 0 6tt»tc*&*ft$nTV^'5Xi^U:;^h 1 0 2<&)ilMlc::K0tBb, l*^T® 



wo 2004/0385V3 ^^CT/JP2003/012914 



13 



7.^fBiB^4 0 1 &#R8L.^ ^<D7.i7 'J:f M 0 2 J&t^a^^fxM^TJt 
^ $ tlJt ^ ^ X tcrnJH b T Vi S ^ -5 5&^^-r S . 

fcbj^i^uyhi 0 2d5«i3S*fTS^-efgj£$nfci7^x 1 0 2fcm 

5 MLTV^^^tttlJ^, 7.x^;/:/6 0 9 tCiii^-^ ^^COD>^ U ^ h 1 0 2 

;^i^Uyhl 0 2 36«;g^Sllffll^T?*&^Snfci'^;^lcB)fMbTVifc 
T.^vZfQ 0 X^UT'h 1 0 2 ©^frS: :Br^6<) 
let*, S5©;^-7^^;/:/5 0 2 55>^©5n.S<&ff -5 ^lirtd^^-S. 
10 7.7^-/:7'6 0 6Tllff©fiK5?J • ^ii[<&2j5|Jt^b, feb^lJtbfc?^ce>t^, 

X7^«j/:/6 0 9 •tecDT.i^ u T'h i o 2 cDi^tf ^li^So 

llff jO^^J^bfcJ^-^, $6»lwft!l©|W|-'5'^X<D7.i5' 1 0 2^^ 

J •-(:^'oTcts.^\t. T.'rv^^ 0 9 {cii^, -ftH^X^ U 7° h 1 0 2 tC^Q 

a?m b 7c jg b tms^j^tt^ . 

X^«:/y6 0 2T. :^T0;^^ U:/h 1 0 2 CMbTllfT^IS^fc^i)^ 

20 <Jf 5 3{)^5&«*J^$n> t)b^T®x^U:;^h 1 0 2icMbT^ff*li^&-fc 

Xt-^:/7'6 1 0 ^c^J^•r'&*^?^-^ — oTfex^ u :/b 1 0 2 o^ff 
Idfifei^bTVifcJl'&JCtt. 7.-r^y:/6 0 8tciiii>., HfTj^m^&P^t^aib 
7ntigbTMa«j!i^Tf So feb— ^'b^5dbTV>/j:3&^^;fcJ®'&fc», 
25 ;^7^^y:7'6 1 iidii*, mM.mimM^^i^\^^%M-^mit^. 



wo 2004/038593 



PCT/JP2003/012914 



14 

m4 0 5 izfam-^nrc-^^^^-i >mn^^^7.^ V y hmm^2 o sjo? 
mnvrMz:^^^j>rhpm^2 o 3\z^^xwm-^n^, m-z^miy 
mizm-^n^y'-^\tmn'r^':f^^-(>i o 4(D^miSLU^<D^^^ 

t-Lxm-^nrc^^^cf-f >^\znm-r^^'7^''-( > i o 4 ^stotubx 

15 2tcM^tl'5. 

^'^iZ-i' > 1 0 4tt^®iiff m^'bmm-:fu^^2^mmm2 o 

SSSUT. gg^^MMT'Oi^'^A 1 0 5 ^j^f^-rsc ^f^^ns!^^ 

20 P^^A^glJ^TftJ^^tlS, m*^#m^yaj^^A 1 0 5 

TC P/UD P/RAWV'Jr-; h^^fg • 5Sc^ 
V^tyh (TCP/UDP) C0D-;t>;i/7}?- h^OB 1 n d 
V^';/h (TCP/UDP) © U N^^- h'vOC o n n e c t 
25 C o n n e c t $nfcy-Jr-/ hSrilCfcS e n d, Recv 

Conn e c t ^tlTV^^ViV -Jr-z b^ilDi'tSendTo, Rec 



wo 2U04/038593 ^^CT/JF2U03/012914 



V F r o m 

Process (Df^W) • 

jgi&bfcP r o c e s s <7):il2fiXai:^*)lCfc5'-r5'®^D^»3 

^m^mmi 0 3«^i6#agR2 0 siz. m^\z^^xn<^nrc^^^ 
mmi^. m(D^^i;^n^mmr^cii^-^mizr^rz^\zm.m^n 

10 

mmmm^2 0 8 fi^<D^mizm^\^^xm^^noo ^^mt. ^.i^uy 

^ii«aiBgfra31T^^$nT43D> mm^tF r o l o g#©. jztiig^ 

^mm^^^om-^izmm^mn-r^Tcisbiz^^^jzfh i o 2^iitT-r§ 



wo 2004/038593 ^^rr/JP2003/012914 



16 



10 

-e^-sjc^tc-r^d^T^T^i^ u:/h 1 0 2 • :/9iJ^-r > 1 0 4^{3m 

iSl P v' y ^7 ?&f^ D :i M^^;!»^il< 3^ ^ c 

^^i^-f >i 0 4*«, Eg^jj^-^amyn^^A 1 0 5 ^jgaL- 

•^<hiZ. 0ZfhlZi7^X(Dm^^^U0Xn^Z.HZJ:O. ^vT. 
25 aj-Til tJ&«T^S. 



wo 2004/038593 



tT/JP2003/012914 



17 

mm<Dmmi-vit. m^mz o i tm^^n^2 o zum-mmmz 

o 

ic@3g b . m^m ^y7^7^^-)V(0}^m\zmm'r^z.t.ifiui^ 

10 ^iU7^^'±©UXi7Sr®M-rSili*«pJ|g"r*S, 



20 ts,^^ 



:^mm(Dmm'citm^-Bm:myuifyi^i 0 5. io6id±. Rum 



18 

(i^s^ffifBtcM^) ^mum-rctx^ mmuu^^nmx 

15 TV>5jgMI<&^t<^So 



wo 2004/038593 




wo 2004/0385!»; 



PCT/JP2003/012914 



5 

© ^ -hl3l^^-&a^ :/ a ^ A S :^ L T^MT ^ y n ^ 



wo 2004/03851 



PCT/JP2003/012914 



20 

10 6. ^m^mit}^^&(Dm^iz. m^)v-}i\z 

y hu-i^±\z^m.vrcm^t-^tir:^m.^m 2 fBSco-tr^zi u 5^^- 4^- 

o 

w^ms. P h n ji. $ nx VI § d t i -r § iffsK:^ 2 tarn 

25 



wo 2004/038593 ^^rr/JP2003/012914 

1/9 




wo 2004/038593 



'CT/JP2003/012914 



2/9 
2 




203 



206 



207 



101 : mm^ 



100 : mm^^^mm 



102 



104 



v: 



208 



204 



205 



i 





106 



1060 : 



1050 : m^-^mmmm 



105 



107 




201 



108 



103 



202 



wo 20U4/038593 



'CT/JP2003/012914 



3/9 



1060 : m^-^mmm 




1 050 : m^-^mmmm '• S^$^ 



301 

302 
303 
304 
305 




wo 2004/038593 



CT/JP2003/012914 




wo 2004/038593^^^^ ^^PCT/JP2003/012914 



6/9 

7 



admin( HOST, 'root' ) :- 

OS ( HOST, 'UNIX' ) : 

adinin( HOST, 'administrator' ) :- 
os( HOST. 'WINDOWS' ). 

web (HOST, PORT) :- 

script ( 'find_web_port', [HOST], [PORTS])., 
member ( PORT, PORTS ) . 

cgiCHOST. PORT. CGINAME) :- 

script ( 'check_cgi'. [ HOST. PORT. CGINAME ]. _ ). 
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# BEGIN_SCRIPT_PROPERTY 

#Class: command_exec 

#Pre-condition: web(HOST, PORT). cgiCHOST. PORT, "phf" ) 
#Input: HOST . string "^S^f^Jj^X h T H l^X" 
#Input: CMD string "Slff-TSzi-^^ F:5C^^J" 
#Output: RESULT string "n-r>\^mHiiit]" 
#Description: "PHF&fiJfflUT=i'T> F<£r^tf L^r. " 
# END_SCRIPT_PROPERTY 

PerllCj:^^tf3-K. . . 
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